NudopmannoHHas naMiaTKA JJs 00y4ar0mUXCA J1JIs
pasMelenus Ha opunmnaabHbIX UHTEpHET-pecypcax

C KaxabIM T'OJOM MOJOACKHM B HHTEPHETE CTAHOBUTHCS
OoJIBpIIe, a MIKOJHLHUKN OJHU U3 CaMBIX aKTHBHBIX MOJIL30BaTEICH
Pynera. Mexnay Tem, IIOMHUMO OFPOMHOTO  KOJIMYECTBA
BO3MOKHOCTEH, HHTEPHET HECET M NpoOJeMbl. IJTa MaMsTKa
IOJDKHA TOMOYE TeOe 0€30IMacHO HaXOOUTHCS B CETH.

Komnwviomepnuoie supycoi

KOMITBIOTEPHBIN BUPYC — 3TO PA3HOBUIHOCTH KOMITBFOTEPHBIX
nporpaMM, OTJIWYUTEIBHON OCOOCHHOCTBIO KOTOPOM SIBIISIETCS
CIIOCOOHOCTh K Pa3MHOXKE€HHIO. B J0MOJHEHHE K 3TOMY, BUPYCHI
MOT'YT MOBPEIUTh WJIM MOJIHOCTHIO YHHUUYTOXHUTH Bce (hailiabl u
JTAHHBIC, MOAKOHTPOJBHBIC IOJB30BATEII0, OT HUMEHH KOTOPOIrO
ObLIa 3amyIleHa 3apak€HHas MporpamMma, a TakkKe IMOBPEAUTh WU
Ja)K€ YHUUTOXKHUTH ONEPAIIMOHHYI0 CUCTEMY CO BCceMH (pailliaMH B
1eJioM. B OONBIIMHCTBE ClTy4aeB pacpOCTPaAHSIIOTCS BUPYChI Uepe3
UHTEPHET.

MeTombl 3alIUThl OT BPEAOHOCHBIX IPOTPaAMM:

1. Ucnionb3yl  COBPEMEHHBIE  OINEPALMOHHBIE  CHUCTEMBI,
UMEIOIIUE CEePbE3HBIA YPOBEHb 3alllUThI OT BPEAOHOCHBIX
porpamm;

2.1TocTosiHHO ycTaHaBIWBai mnayTh (LMUQPPOBBIEC 3aIUIATKH,
KOTOPbIE ABTOMATHYE€CKH YCTAHABJIMBAIOTCS C IIEJIBIO
O0paOTKU IIporpaMMbl) M Jpyrue OOHOBJICHHUS CBOCH
omepallMOHHOM  cucteMbl. CkauWmBalh HMX TOJBKO C
oduiransHoro caira paspadorunka OC. Eciau cyiiecTByer
PEKUM aBTOMATUYECKOTO0 OOHOBJICHMS, BKIIFOUH €TO0;

3. PaboTaii Ha CBOeM KOMIBIOTEPE MO/ MpaBaMu MOJIb30BaTEIS,
a HE aJMUHHUCTpaTopa. ITO HE IIO3BOJUT OOJIBIIMHCTBY
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BPEJOHOCHBIX MPOrpaMM HWHCTAJUIMPOBATBCA HA TBOEM
IIEPCOHATBHOM KOMIIBIOTEPE;

4. Vcnonb3yld  aHTUBHPYCHBIE MNPOTPAMMHBIE  MPOJIYKTHI
W3BECTHBIX IIPOU3BOJIUTEIIEH, C ABTOMATUYECKAM
OOHOBJIEHUEM 0a3;

5.0rpannyb (QU3MYECKUM JIOCTYH K KOMIIBIOTEPY A
IIOCTOPOHHUX JIULL;

6. Ucnoyib3yld BHEIIHWE HOCUTEIM WH(OOpMAIMU, TAKHUE Kak
dremka, aUcK wiad (aial U3 HUHTEPHETA, TOJIBKO U3
po(epeHHBIX HCTOYHUKOB;

/.He oOTKpbIBail KOMIIBIOTEPHBIC (hailsibl, MOJTYUYECHHBIC U3
HEHAAEKHBIX MCTOYHHMKOB. Jlaxke Te (aliibl, KOTOpHIE
IIPUCIIAIl TBOM 3HAKOMBIN. Jlydllle yTOYHH Y HETO, OTIIPABIISLII
JI1 OH T€0€ uX.

Cemu WI-FI

Wi-Fi - 510 He BuI nIepeaaun JaHHBIX, He TEXHOJOTHS, a BCETO
vk Opena, Mapka. Eme B 1991 roay Huaepiaanackass KOMIaHUS
3apeructpupoBaia  OpeHn  «WECA», d4ro  0003Ha4alio
cinoBocouetanue «Wireless Fidelity», koTophlii mepeBOAUTCS Kak
«OecrpoBOIHAS TOUHOCThY.

Jlo Hamrero BpeMEHHM JoIlIa Jpyras adOpeBuaTypa, KOoTopas
ABJISIETCS TAaKOW k€ TexXHoJoruen. ITto abOpeBuatypa «Wi-Fiy.
Takoe Ha3zBaHuWe OBUIO JAHO C HAMEKOM Ha CTaHAAPT BBICIIUN
3ByKOBOM TexHUKH Hi-Fi, 4To B mepeBoje O3HayaeT «BbICOKas
TOYHOCTB.

Jla, OecIUIaTHBIM HWHTEPHET-IOCTYN B Kade, OTeIsIX W
a’poIopTax SBISETCA OTJIAYHOM BO3MOXKHOCTBIO BbIXOJAa B
uHTepHEeT. HO MHOrMe SKCHepThl CUUTAIOT, YTO OOIIEAOCTYIHBIE
Wi-Fi ceTu He ABIAIOTCS 6€30MaCHBIMU.
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CoBeThl 10 0€30MacHOCTH padoTe B OOLICTOCTYIHBIX CETAX
Wi-fi:

1.He nmepenaBaii CBOI0O JIMYHYIO HH(MOpPMALMIO YEpeE3
obmenocrynHubie Wi-Fi cetu. PaboTas B HUX, jKeJIaTeIbHO HE
BBOJUTH MApOJIM JOCTYIIA, JIOTUHBI U KAKKE-TO HOMEPA;

2.Vcrionp3yii M OOHOBJISIH AHTHUBUPYCHBIE MPOTpaMMbl U
Opanamayep. TeM caMbIM Thl 00€30I1aCHIIb CE0sl OT 3aKaYKH
BUPYCA HA TBOE YCTPOUCTBO;

3.IIpu ucnonp3zoBanun Wi-Fi1 otkmoun (yHknuo «OO0mui
AOCTYII K (pailiiam U ipuHTEpaM». JlaHHas QpyHKIMS 3aKpbITa
0 YMOJIYaHUIO, OJIHAKO HEKOTOpPhIC II0Jb30BATEIU
AKTUBUPYIOT €€ JUIsl yI00CTBA UCIIOJIL30BAHUS B pa0OTE WM
yue0e;

4. He ucnone3yr nyonuunbid WI-FI mis nmepegaun JTMYHBIX
JAHHBIX, HAIIPUMEP ISl BbIXOJIa B COLIMAIbHBIE CETU WM B
AJIEKTPOHHYIO MOYTY;

5. Unonw3yk ToabKO 3amuineHHoe coeaunenue yepe3 HTTPS,
a He HTTP, T.e. npu Habope BeO-ajapeca BBOJAU HUMEHHO
«https://»;

6.B MOOWJIBHOM  Telie)OHE OTKJIFOUH (YHKIIHIO
«ITonkmouenne k Wi-Fi aBromatudecku». He nmomyckai
aBTOMAaTHUYECKOTO IMOIKIIFOUCHUS YCTpoicTBa K ceTsiM Wi-Fi
0€3 TBOETO COIIacus.

COL;MCZJZbele cemu

ConmalbHBIE CETH AaKTUBHO BXOJSAT B HAllly XWU3Hb, MHOTHE
T0au paboTaloT M KUBYT TaM IOCTOSHHO, a B Facebook yxke
3apETUCTPUPOBAH MWJUIMAPJ YEJIOBEK, 4YTO SBJISAETCS OIHOM
CEAbMOM BCEX JKUTEJIEeH IUIaHETbl. MHOrue IoJIb30BaTCId HE
MIOHMMAIOT, 4TO MH(pOpMAaIYs, pa3MeIlleHHas: MU B COIIMAIbHBIX
CETSX, MOKET ObITh HalJIeHAa U MCIIOJb30BaHa K€M YTOJIHO, B TOM
qyclie He 00s13aTelIbHO ¢ OJIarMMKU HaMEPECHUSIMU.
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OCHOBHBIE COBETHI 110 0€30MACHOCTH B COLUAIIBHBIX CETSX:

1.Orpannyp cnucok Jpy3ei. Y TeOs B JIpy3biX HE JOJKHO
OBITh CITyYalHBIX U HE3HAKOMBIX JIFOICH;

2.3amuiai CBOK YacTHYH KW3Hb. He ykaspiBail mapoui,
TeJleoHbl, aapeca, AaTy TBOErO0 POXKIACHHUS MU JIPYTYHO
JUYHYI0  uHOpManuio.  3JOYMBIIUICHHHUKH  MOTYT
UCIIOJIb30BaTh JaX€ WH(MOPMAIMIO O TOM, KaK Thl U TBOH
POJUTENM IUIAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3aluinai CBOK pEmyTaIMIO - AEPKHU €€ B YUCTOTE U 3a]1aBaid
cebe BOIpOC: XOTea Obl Thl, YTOOBI APYTHE IOJIb30BATEIU
BHUJICIIN, UTO ThI 3arpy>kacuib? [Togymai, mpexae 4em 4ro-To
ONyO0JIMKOBAaTh, HAIMKCATh U 3arPy3HUTh;

4.Ecnu Thl TOBOPUIIb C JIFOJbMH, KOTOPBIX HE 3HACIIb, HE
UCMOJIb3YH CBOE PEAIBHOE WUMS W JPYIyH JHUYHYIO
HHPOpPMAIIMU: UMS, MECTO >KUTEIbCTBA, MECTO Yy4eObl U
pouee;

5. N30erait pazmenienust ¢ororpaduit B MIHTEpHETE, TAE ThI
M300pak€H Ha MECTHOCTH, IO KOTOPOH MOYKHO OIPEICIIUTh
TBOE MECTOIOJIOKEHHUE;

6.1lpu perucrpaiud B COIMAIBLHOW CETH HEOOXOAUMO
MCIIO0JIb30BAaTh CJI0KHBIC TTAPOJIH, COCTOSIIIINUE U3 OYKB U MDD
1 ¢ KOJIMYECTBOM 3HAKOB HE MEHeEe §;

/. J111s1 cotuanbHOM CeTH, MOYTHI U APYTUX CAUTOB HEOOXOIUMO
UCIOJIb30BaTh Pa3HbIe Napoyiv. Toraa eciau Te0s B3JIOMAIOT,
TO 3JIOYMBIIUJICHHUKA TOJYy4aT AOCTYI TOJIBKO K OJHOMY
MECTY, a HE BO BCE Cpasy.

INneKmpoHHble OeHb2U
DJIEKTPOHHBIE JEHBIM — OTO OYE€Hb YJOOHBIH CHOCO0

HJIaTe)Kef/’I, OAHAKO CYHICCTBYHOT MOIICHHHKH, KOTOPLIC XOTAT
ITOJIYYUTD 3TH ACHBI'H.
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9J’ICKTpOHHI)IC ACHBI'N ITOABUINCH COBCCM HCAABHO M MMCHHO
N3-3a 3TOI'0 BO MHOI'MX IroCyaapCTtBax 10 CHUX IIOPp HC IIPOITMCAHO
IIPO HUX B 3dKOHAaX.

B Poccuu ke oHM (DYHKIIMOHUPYIOT U O HUX YK€ IIPOIKUCAHO B
3aKOHE, IJI€ UX PA3JCIISIOT HA HECKOJIBKO BUJIOB — AaHOHUMHBIE U HE
aHOHHMMHBIC. Pa3HUIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
pazpelmraeTcss  MNPOBOAWTH  Olepanuud  0€3  UIACHTU(QHUKALUU
MOJIL30BATENS, @ B HCAHOHUMHBIX HJCHTU(UKAIIUK IOJb30BaTEN
SABJISIETCSL 00S3aTEIIBHOM.

Takxe crnemyer pasianyarh JIEKTPOHHBIE (DUATHBIC JIEHBIH
(paBHBI TOCYJIAPCTBEHHBIM BAJIFOTaM) M 3JICKTPOHHBIC HE(PUATHBIC
JIEHbI'W (HE PaBHBI TOCYAAPCTBEHHBIM BAIIOTAaM).

OCHOBHBIE COBETHI MO 0€30I1MacHON padoOTe C DJIEKTPOHHBIMU
J€HbI'aMU:

1.TlpuBs>kM K CcYeTy MOOWIbHBIA TeJIePOH. ITO CaMbId
yIAO0OHBIN U OBICTPBIN CITIOCOO BOCCTAHOBUTH IOCTYII K CUETY.
[IpuBsa3aHHbI TeNe)OH TOMONKET, €Cli 3a0yJellb CBOU
IUIATEKHBIN MApOJIb WKW 3aUJIElIb HA CAUT C HE3HAKOMOIO
YCTPOUCTBA;

2.cnone3yit oaHopa3oBele mapoiu. Ilocime mepexona Ha
YCUJICHHYIO aBTOpHU3alldl0 TeOE yKe€ He OyleT yrpoxKaTb
OMACHOCTh KpaXKyu WJIM NIepeXBaTa MIaTEKHOTO MapoJis;

3. Bei0epu ciioxHbIi maposib. [IpectynHukam OyzieT He MpOoCTO
yrajgatb CJIOXHBIM Mapojb. HaaexHele maposim — 3TO
MapoJiv, KOTOPBIE COJIEPKAT HE MEHEE 8 3HAKOB U BKIIFOYAKOT
B c€0s1 CTPOYHBIC M TPONUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO
CMMBOJIOB, TakKue€ Kak 3HaK Jjojuiapa,  (QyHTa,
BOCKJIMIIATENbHBIN 3HAK 1 T.I1. Hampumep, $tROng!;;

4.He BBOIM CBOM JIMYHBIC JAHHBIE HA CAWTax, KOTOPHIM HE
TOBEPSIEIIb.



3]l€KmpOHHCl}Z nouima

DIJIEKTPOHHAS MOYTa — 3TO TEXHOJIOTHUS U MPEIOCTABISEMbIE
€10 YCIIYTH MO MEPECHUIKE U MOTYYEHUIO AJIEKTPOHHBIX COOOIICHUH,
KOTOpbIC paCOpEeAeaoTcsl B KOMMBIOTEpHOU ceTh. (OOBIYHO
AJIEKTPOHHBIA MOYTOBBIN SIIMK BBIMJISIAUT CICAYIOMIMM 00pa3oM:
UMs_TIONB30BATENA(@WUMSL_TOMEHA. Takke Kpome mnepejadu
IPOCTOr0 TEKCTA, UMEETCS BO3MOKHOCTh MEPEABATh (DaiIbl.

OCHOBHBIE COBETHI MO 0€30MacCHON paboOTe € AICKTPOHHOMU
[IOYTOU:

1. Hano BIOpaTh NpaBWIbHBINA NOYTOBBINA CEpBUC. B HHTEpHETE
€CTh OIPOMHBIA BBIOOpP OECIUIATHBIX MOYTOBBIX CEPBHCOB,
OJIHAKO JIYYIII€ JIOBEPATH TEM, KOTO 3HACIIb U KTO IEPBBIA B
PEUTUHTE;

2.He yka3pBaii B JIMYHOM MOYTE JIUYHYHO HH(POpMAIIHUIO.
Hanpumep, naydiie BbIOpaTh «MY3bIKAJIbHBIN (paHaT@y Wiu
«pok2013» BMecTo «Tremal3»;

3. Mcrionp3yii ABYXATAIMHYI0 aBTOPHU3AIIUI0. ITO KOTJa IOMUMO
MapOoJIsi HY’)KHO BBOJUTH KOJ, IPUCHUIAEMBIN 110 SMS;

4. BpiOepu CIOKHBIA Mapoiib. {1 KaXa10ro mo4ToBOro SIUKa
JIOJDKEH OBITh CBOM HAACKHBIA, YCTOWYMBBIA K B3JIOMY
apoJib;

5.Ecim ectb BO3MOXXHOCTh HalMcaTh CaAMOMY CBOM JIUYHBIN
BOIIPOC, UCIIOJIb3YH 3TY BO3MOXHOCTb;

6. croyib3yil HECKOJIbKO IOYTOBBIX SIIMKOB. IIepBbIM aiist
YaCTHOM MEPENUCKHU C aJIpecaTaMu, KOTOPBIM ThI JIOBEPSIEIIIb.
DTO DJJIEKTPOHHBIM aJApec HE HAJI0 MCHOJb30BaTh IIPH
perucTpanuu Ha popymax u canTax;

/.He otkpbiBali (aiiiabl U APyrue BIOKECHUS B MUChMaxX Jaxe
€CJIM OHU MPUIIM OT TBOUX Apy3eu. JIydime yTouHu y HUX,
OTHPABJISUIN JIU OHU T€OE 3TU (HailbI;
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8.Ilocne oxoHuaHus padOThl Ha MOYTOBOM CEPBHUCE IEPE]
3aKpBITUEM BKJIAJKH C CcalToOM He 3a0yJp HaxaTb Ha
«BpiaTm».

Kubepoynnune unu supmyanvrhoe uzdesamenbcmeo

KubepOyimnHr — IPECIICIOBAHUE COOOIICHUSAMU,
coepKaluMu OCKOpOJICHHS, arpeccuio, 3aIlyTMBaHUE;
XYyJIUTaHCTBO;  COLMAJIbHOEC OONWKOTHPOBAHHWE C  ITOMOIIBIO
Pa3IMYHbIX HHTEPHET-CEPBHUCOB.

OCHOBHBIE COBETHI 10 OOPHOE C KUOEPOYIIIMHTOM:

1. He Opocaiica B 00#. JIydmmii cnoco0: MOCOBETOBATHCS KaK
ce0s BECTH U, €CIIH HET TOr0, K KOMY MO>XHO OOpaTUTHCS, TO
BHaYaj€ yCHOKOUThCS. Eciu Thl HadHEllb OTBEYaTh
OCKOPOJICHHSIMH Ha OCKOPOJICHHS, TO TOJBKO eIe OOJIbIIe
Pa30XkKKeIIb KOHPIUKT;

. YIIpaBJIsAi CBOEU KMOEppEIyTaIUeH;

3. AHOHUMHOCTh B ceTH MHHMas. CyIIecTBYIOT CIOCOOBI

BBIICHUTH, KTO CTOUT 3@ aHOHUMHBIM aKKayHTOM;

4. He cTOUT BECTH XYJMTaHCKUWA 00pa3 BUPTYaJbHOM >KU3HHU.
NHTepHeT (GUKCUPYET BCE TBOM JCUCTBUS U COXPAHSAET HX.
VY nanuth ux OyaeT KpaiHe 3aTpyAHUTENIBHO;

. CoOmroaii CBOM BUPTYaIbHYIO YECTh CMOJIOTY;

6. Urnopupyii €IMHUYHBIN HETATUB. OnHOpa3oBbIE
OCKOpOUTEIbHBIE  COOOIIECHUS]  JIY4YIllE UTHOPUPOBATD.
OOBIYHO arpeccusi MpeKpallaeTcs Ha HAYIbHOM CTaIuM;

/.ban arpeccopa. B mnporpamMmmax oOMeHa MIHOBEHHBIMU
COOOIICHHUSIMH, B COLMAIBHBIX CETAX €CTh BO3MOXKHOCTH
OJIOKUPOBKH OTHPaBKUA COOOIICHUN C OIPEICIICHHBIX
aIPECOB;

8.Ecnmu 1Bl cBuuerens kuOepOysMHra. TBou JIeMCTBUS:
BBICTYIIUTh IPOTUB MPECIIENOBATEIIS, ITIOKA3aTh €MY, YTO €r0
JEUCTBUSL OLCHUBAKOTCS HETATUBHO, MOJJCPKATh JKEPTBY,

N
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KOTOPOM HY)KHA TMCHUXOJIOTUYECKas IIOMOIIb, COOOIIUTH
B3POCIIBIM O (DAKTE arpeCCUBHOTO ITOBEJICHUS B CETH.

Moobunvhbit meneghon

CoBpeMeHHbIe cMapT(OHBI W IUIAHIIETHI COAECpKaT B cede
BIIOJIHE  B3POCHbIM  (YHKIIMOHAI, W TEONEPb OHH MOTYT
KOHKYpPUPOBaTh CO CTallMOHAPHBIMU KOMIIbtoTEpaMu. OJHAKO,
CPEACTB 3alUThl JUISI MOJOOHBIX YCTPOMCTB IIOKa OYEHb MAJIO.
TecTnpoBaHrE M TIOUCK YA3BUMOCTEW B HUX ITPOUCXOJUT HE TaK
uHTeHCUBHO, Kak s [IK, To ke caMmoe kacaeTcss 1 MOOMJIbHBIX
MIPUIIOKECHUN.

CoBpeMEHHbIE MOOWIbHBIE Opay3epbl YK€ MNPaKTUYECKU
JOTHAJIM HACTOJIbHBIE aHAJIOTH, OJTHAKO paclIMpeHne (PyHKIMOHaIa
BJICUET 3a CO0OM  OOJBIIYIO  CJIOXHOCTh W  MEHBIIYIO
3aIIUIIEHHOCTb.

I[aJ'IGKO HC BCC IIPOU3BOJUTCIIN BbIIIYCKAIOT O6HOBJI€HH$I,
3aKPbIBAOIINEC KPUTHYCCKHUEC YA3BUMOCTH 1JIXI CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI 1JIs1 0€30IIaCHOCTH MOOMIBLHOTO Teae(oHa:

1. Huuero He sBisieTCS MO-HACTOSEMY OecruiaTHbIM. Bynb
OCTOPOKEH, BE€Ib Korja TeOe mpeayiaraloT OeCIUIaTHBIN
KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO ILIATHBIC
YCIYTH;

2. {ymaii, npexae yuem otnpaBuTb SMS, dhoto wim Buaeo. Thl
TOYHO 3HAEIIIb, IJIC OHU OYIYT B KOHEUHOM UTOTE?

3. Heo0x0auM0O OOHOBIISITH OMNEPALIMOHHYIO CHCTEMY TBOETO
cMapTdoHa;

4. VIctionb3y¥ aHTUBUPYCHBIC MNPOTPaMMBbI IS MOOMJIBHBIX
TeJIe()OHOB;
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5.He 3arpyxali mpuIO)K€HHUS OT HEU3BECTHOTO MCTOYHHKA,
BEAb OHU MOTYT COJEPXkKAThb BPEIOHOCHOE MPOTrPAMMHOE
oOecIIeueHuE;

6. Ilocie Toro xKak Thl BBIMJCIIB C CaliTa, IJI€ BBOJAU JIMYHYIO
uHpoOpMaIMIO, 3aliM B HACTPOMKW Opay3epa U yAadu
cookies;

[.Ilepuoguueckn  TpOBEPSA  KAaKWe  IUIATHBIE  YCIIYTH
AKTUBUPOBAHBI HA TBOEM HOMEDE;

8. /laBaii cBOIi HOMEp MOOWJIBHOTO Tele(OHa TOJIBKO JIOHSM,
KOTOPBIX ThI 3HACIIIb U KOMY JIOBEPSICIIIb;

O.Bluetooth goimkeH OBITH BBIKIIOYEH, KOrja Thl UM HE
noyb3yenbes. He 3a0biBali HHOT 1A TPOBEPSITH 3TO.

Online uepoi

CoBpeMEHHBIE OHJAUH-UTPBl  —  3TO KpacCOYHBbIE,
3aXBaThIBAIOIINE PA3BJICUCHUS, OOBEIUHSIONINE COTHU ThICSY
YEJIOBEK MO BCeMY MHUPY. UTrpokn MCCIENyIOT NAHHBIM UM MUP,
OOIIIatOTCSA JPyT C APYTrOM, BBINOJHSIOT 3aJaHUs, CPa’KArOTCS C
MOHCTPaMH M TOJYYarOT ONBIT. 3a YJIOBOJIBCTBUE OHU IJIATST:
MOKYHalT JUCK, OIJIAYUBAIOT Aa0OHEMEHT WM IpUOOpeTaroT
KaKue-TO OMIIUH.

Bce atu cpeacTtBa uayT Ha NOAACPKAHUE U PA3BUTUE UTPHI, &
TaK’K€ Ha caMy O€30MaCHOCTh: COBEPIICHCTBYIOTCA CHUCTEMBI
aBTOPU3AIMHY, BBITYCKAIOTCS HOBBIE MaT4yu (IM(QPOBBIE 3aIlJIATKA
JUIs1 IPOTPaMM ), 3aKPBIBAKOTCS YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX UIrpax CTOHUT OIlaCaTbCiA HC CTOJbBKO CBOHX
COIICPHUKOB, CKOJIbKO KPa’XH TBOCT'O I1apOJIsA, HA KOTOPOM OCHOBAHA
CUCTCMaA aBTOPpU3aAlIUN OOJILIIIMHCTBA HIp.

OCHOBHBIE COBETBHl MO ©OE30MaCHOCTH TBOETO HUIPOBOTO
aKKayHTa:
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1.Ecim npyroi MIrpok BeAET CeO0sl MI0XO WM CO3daeT Tede
HEMPUSITHOCTH, 3a0JIOKUPYH €0 B CIIUCKE UTPOKOB;

2. Iloxanylicst aIMUHUCTPATOPaM UIPhl HA TIJI0XO€ MOBEICHUE
3TOTO0  HWIPOKA, IKEJIATEIbHO  IPUIOKUTH  KAKHUE-TO
JI0KA3aTeIbCTBA B BUJE CKPUHOB;

3. He yka3piBali muuHyt0 HHGOpMAaIUIO B Ipodailie urphi;

4. YBaxkall Ipyrux yYaCTHUKOB IO UTPE;

5. He ycranaBinvBaii HeopuIMadbHbIC MATYU U MO/IBI;

6. crionb3y# CIIOKHBIE U pa3HbIE MAPOJIK;

[. [laxke BO BpeMsI UTPhI HE CTOUT OTKJII0YaTh aHTUBUPYC. [1oka
ThI UTPACIlb, TBOW KOMITBIOTEP MOTYT 3apa3UTh.

Duwune unu Kpasica JTUu4YHblXx OAaHHbIX

OOBIYHOM KpaXkeW JeHEer U JOKYMEHTOB CETOJHS YK€ HHUKOIO
He yauBufllb, HO C pa3BUTUEM  HMHTEPHET-TEXHOJIOTHI
3JIO0YMBIIUJIEHHUKA TEPEMECTUIMCHh B UHTEPHET, U IPOHOJIKAIOT
3aHUMATbhCS «TFOOMMBIMY JIEJIOM.

Tak nosiBWIACh HOBasl yrpo3a: HUHTEPHET-MOIIIEHHUYECTBA WIIH
(UIIMHT, TJaBHAs I1E€Jdb KOTOPOTO COCTOUT B IOJYYCHUHU
KOH(GUACHIMAIBHBIX JAaHHBIX II0Jb30BaTEE€ — JIOTMHOB M
naposieii. Ha anrnuiickom si3bike phishing untaercst kak QUILIKHT
(ot fishing — pwiOHast 10BJIsI, password — mapoJib).

OCHOBHBIE COBETHI 10 OOPHOE C (PUIITUHTOM:

1.Cneaun 3a CBOMM akKayHTOM. Eciu Thl OJ03peBaCIIb, YTO
TBOSI aHKera ObUla  B3JIOMaHa, TO  HEOOXOIMMO
3a0JJ0KMpPOBATh €€ U COOOIIUTh aIMUHUCTpATOpaM pecypca
00 3TOM KaK MOHO CKOpEE€;

2. Ucnonb3yit 0e3onacHbIe BeO-CalThl, B TOM YHCJIe, HHTEPHET-
Mara3uHoOB U MOMCKOBBIX CUCTEM;
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3. crnionb3yii COXKHBIE U pa3Hble Maposik. Takum oOpasom,
€CJIM TeOs B3JIOMAIOT, TO 3JI0YMBIIICHHUKH MOJIy4aT JOCTYM
TOJIBKO K OJTHOMY TBOEMY IIPO(DUIIIO B CETH, @ HE KO BCEM;

4.Ecnu T1e0s B3JOMajd, TO HEOOXOJAUMO MPEAyNpPeauTh BCEX
CBOMX 3HAKOMBIX, KOTOPBIC J00ABJICHBI Y TEOSI B APY3bsX, O
TOM, 4TO T€Os B3JOMajd M, BO3MOXKHO, OT TBOETO MMEHHU
OyJZIET pacChLIaThCS CIaM U CChUIKU HA (DPUITMHTOBBIE CANTHI;

5.YcranoBu HaaexksHbeli mnapoiab (PIN) Ha MoOMIbHBIN
TeledoH;

6. OTK/II04M COXpaHEHHE IMapoJis B Opaysepe;

/.He otkpbiBaii (paiiiabl U Apyrue BIOXKECHUS B MUChMax Jaxe
€CJIM OHU NPUILIX OT TBOUX Jipy3eu. JIydille yTouHH y HUX,
OTIPABJISIIN JIU OHU T€OE 3TH (hailJibl.

Lugposas penymayus

[HudpoBas penytanus - 3TO HEraTUBHAS WM IO3UTHUBHAs
uHpopMmarusa B cetu o Tede. Komnpomernpyromas uHpopMaus
pa3MeIleHHAs B HHTEPHETE MOKET CEPHE3HBIM 00Pa30M OTPAZUTHCS
Ha TBOEW peanbHOW xu3HU. «l{udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOpBIM dopMupyeTcs u3 HHpopMaluu O TeOe B
UHTEPHETE.

TBoe MecTO IKUTENbCTBA, YyueObl, TBOE (PUHAHCOBOE
MOJIOKEHUE, OCOOCHHOCTH XapaKTepa U paccKasbl 0 OJIU3KUX — BCE
3TO HAKaIlJIMBACTCS B CETH.

MHorue noJipoCTKU JIErKOMBICJICHHO OTHOCATCS K ITyOTUKaIIUU
auyHOM uHpopMmaruu B MHTepHeTe, HE IIOHMMAas BO3MOXKHBIX
nociaeacTeum. Thl J1a)ke HE CMOXKECIIb J0rajJarbCsi O TOM, 4YTO
(doTorpadus, pasMelieHHas 5 JIeT Hazal, cTaja NPUYMHOM OTKaza
IPUHATH T€Os Ha paboTYy.
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KomMeHnTapum, pasmenieHue TBoux (oTtorpaduil u apyrue
JIEUCTBUSL MOTYT HE HCYE3HYTh JA)X€ IIOCJIIE TOTO, KaK Thl HX
yaanuiib. Thl HE 3HACIIL, KTO COXPaHWI 3Ty HH(OpMAIIHIO, IoIaia
JIM OHA B MOKWCKOBBIE CUCTEMBI U COXPAHWJIACh JIM OHA, a TJIABHOE:
4TO MOAYMAIOT O TeO€ OKpY’Kalollee JIFOJU, KOTOPbIE HAUAYT W
yBUAAT 3T0. Halitm umH@poOpMamuio MHOTO JIE€T CIYCTSd CMOXKET
000 — Kak HU3 AOOpBIX MOOYXICHUH, TaK U C HAMEPECHUEM
NPUYAHUTH BPEI. ITO MOXKET OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI MO 3aIUTE HU(GPOBOUN peNyTaIUU:

1. IToxgymaii, mpexJie 4Uem 4To-TO MyOJIMKOBATh U MEpE/IaBaTh y
ceOs B OJIore WIIM B COITUAJILHOU CETH,

2.B Hactpoiikax mnpoduias yCTaHOBM OrpaHMYCHHUS Ha
IPOCMOTP TBOETO MPOPHIIS U €T0 COACPKUMOTO, CAECIAN €ro
TOJIBKO «JUJISl IPY3EN»;

3. He pa3menaii u He yka3biBail H”HQOpMaIIMIO, KOTOpasi MOXKET
KOT'0-IN0O OCKOPOJISTH U OOMXKATh.

Asmopckoe npago

CoBpeMEHHBIE  IIKOJBHUKH—  aKTUBHBIE  TOJIb30BATEIU
udpoBoro mpoctpancTBa. OJHAKO JaJIEKO HE BCE 3HAIOT, UTO
M0JIb30BAaHUE MHOTHUMU BO3MOKHOCTAMU ITU(PPOBOTO MUpa TpeOyeT
COOJIIOJICHUS TPaB HA UHTEJUIEKTYaIbHYI0 COOCTBEHHOCT.

TepMuH «UHTEIUIEKTyadbHAs COOCTBEHHOCTH» OTHOCHTCS K
pa3lIMYHBIM TBOPCHHUSAM YEIIOBECYCCKOIO yMa, HaYMHAs C HOBBIX
M300peTeHU M 3HAKOB, O0003HAYAIOIIMX COOCTBEHHOCTh Ha
OPOAYKTHl M YCIYTH , U 3aKaHYMBass KHUTaMH, (GoTtorpadusmu,
KHHO(HUIBMAaMH M MY3bIKaJIbHBIMH ITPOU3BEICHHISIMH.

ABTOpCKHE TIpaBa — 3TO IIpaBa HA WHTEIUICKTYaJIbHYIO
COOCTBEHHOCTh Ha MPOU3BEJICHUS HAYKH, INTEPATYyPhl U HCKYCCTBA.
ABTOpPCKHE TMpaBa BBICTYIIAIOT B KAaYECTBE TAPAHTUHU TOTO, YTO
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MHTEJJICKTYaIbHBIA/TBOPUYECKUIT TPyl  aBTopa HE  Oyner
HaIpacHBIM, 1aCT €My CIIPaBeIJIUBbIE BOBMOKHOCTH 3apab0TaTh Ha
pe3yiibTarax CBOETrO TPYJa, MOJYYUTh U3BECTHOCTh U MPU3HAHUE.
Hukto 6€3 pazpenieHuss aBTopa HE MOXKET BOCIIPOU3BOJMUTH €r0
IPOU3BEICHUE, PACHPOCTPAHSITh, IyOJWYHO JEMOHCTPUPOBATH,
npojaBaTh, HMIIOPTUPOBATh, IIyCKaTh B MPOKaT, ITyOJUYHO
UCIIOJIHATh, MOKAa3bIBATH/UCHOJNHATh B 3(HUPE WA pa3MellaTh B
HuTepHere.

M cnosib30BaHUE «IUPATCKOTO» MPOTPAMMHOTO OOECIICUCHUS
MOKET NMPUBECTA K MHOTMM PHUCKaM: OT ITOTEPU NAHHBIX K TBOUM
aKKayHTaM 70  OJIOKUPOBKM  TBOETO  YCTpPOMCTBa, TIJI€
YCTAaHOBJICHHBIM HE JIeTajibHasg nOporpamma. He crTour Ttakxke
3a0bIBATh, YTO CYIIECTBYET JIETAIbHBIE U OCCIUIATHBIE TPOrPAMMBI,
KOTOPbIE MOKHO HAWUTHU B CETH.

O nopmarne

CeTeBUYOK.p() — TBOW TJIABHBIA COBETYMK B CETU. 3/1€Ch ThI
MOXEIIIb Y3HATh O 0€30MMACHOCTH B CETU MOHATHBIM U JTOCTYIHBIM
SA3bIKOM, a TIpM BO3HHUKHOBEHHUM KPUTUYECKOM CHUTyalluu
OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATH YYaCTHE B KOHKYpCax U
CTaTh CaMbIM IIU(PPOBBIM T'PAKTAHUHOM!
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